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1
Decision/action requested

The pCR provides a Solution to address Key Issue #4 in TR 33.887.
2
References

[1]
3GPP TR 33.887, ‘Study on security aspects for 5WWC phase 2 (Release 18)’.
3
Rationale

This pCR provides a solution to address KI #4 on Security aspect of TNAP mobility.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.887
*****Start of Change 1*****
6.Y
Solution #Y: Security Establishment for TNAP Mobility
6.Y.1
Introduction 

The solutions address Key Issue #4.

6.Y.2
Solution details

The solution describes to provide UE with TNGF ID and exchange freshness parameter (such as nonce to facilitate challenge and common security establishment between UE and Trusted Non-3GPP Access Network i.e., TNGF) during the Initial registration procedure (i.e., following a successful authentication for trusted non-3GPP access) as shown in Figure 6.Y.2-1. Further if a UE connected to TNGF via a TNAP (i.e., say TNAP 1) decides to move to another TNAP (i.e., say TNAP 2), the solution propose to use the following Security Establishment procedure for TNAP Mobility shown in Figure 6.Y.2-2 as described below.
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Figure 6.Y.2-1: Authentication for trusted non-3GPP access

The actual registration procedure for trusted non-3GPP access steps related to 6.Y.2-1 are described in TS 23.502, clause 4.12a.2.2 and the related authentication steps are shown in TS 33.501 Clause 7A.2.1. Therefore, the necessary enhancements for steps 10b – 10e are described below.

During EAP-5G procedure (i.e., executed in steps 4-10), the additional access parameters are exchanged between the UE and the TNGF at step 10: The TNGF sends TNGF address and TNGF Nonce (TNonce) to UE in step 10b. Further the UE sends to TNGF, a UE Nonce (UNonce) in step 10c. The UE and the TNGF can derive a Reauth-ID for the UE from TNGF key using the inputs parameters such as TNGF-ID, Nonce from TNGF, Nonce from UE.
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Figure 6.Y.2-2: Security Establishment procedure for TNAP Mobility 

The steps shown in Figure 6.Y.2-2 is described as follows:

1.
The UE established a layer-2 (L2) connection with TNAP2. 
2.
The TNAP2 initiates an EAP session as usually by requesting the UE identity.

3.
The UE provides a Network Access Identifier (NAI) containing username = Reauth-ID and realm = nai.5gc.tngf<TNGF-ID>.mnc<MNC>.mcc<MCC>.3gppnetwork.org. The Reauth-ID was derived as described for figure 6.Y.2-1 and the TNGF-ID was received when the UE was first connected to TNGF, e.g. with an Initial Registration via TNGF. The UE provides username = Reauth-ID because the UE does not want to initiate NAS signaling with 5GC, but it wants to reauthenticate with the TNGF.

4.
The TNAP1 selects TNGF based on the TNG1-ID in the received realm and forwards the NAI to TNGF.

5.
The TNGF finds a stored UE context containing the received Reauth-ID, thus, it determines that the UE is a known UE which requests reauthentication. Therefore, it initiates the following steps. If the TNGF cannot find a stored UE context containing the received Reauth-ID, then the TNGF sends either an error response to UE, it initiates the signalling procedure related to normal authentication for trusted non-3GPP access as described in TS 33.501 Clause 7A.2.1.


The UE context was created in the TNGF when the UE performed an initial registration (see Fig. 6.Y.2-1) via TNGF. 

6.
The TNGF sends a 5G-Challenge packet to UE which contains a TNonce value and a Message Authentication Code1 (MAC1) derived by using the TNGF key stored in TNGF. 

7.
The UE derives an expected MAC1 (XMAC1) using TNGF key stored in UE, and TNonce and compares XMAC1 with the received MAC1. If they match, the TNGF is authenticated by the UE.

8.
The UE generates a UNonce and derives a MAC2 using TNGF key stored in UE, and with UNonce and TNonce.

9.
The UE responds with a 5G-Challenge containing UNonce, TNonce and MAC2.

10.
The TNGF derives an expected MAC2 (XMAC2) using TNGF and with UNonce and TNonce. Compares XMAC2 with the received MAC2. If they match, the UE is authenticated by TNGF.

11.
The TNGF derives a fresh Reauth-ID for the UE, e.g., by using TNGF key stored in TNGF, TNGF-ID, TNonce and UNonce. In addition, the TNGF derives a new TNAP key by using the TNGF key stored in TNGF, the TNGF-ID, the TNonce and UNonce values.

12.
The TNGF completes the EAP-5G session by sending an EAP-Success packet to UE and the new TNAP key to TNAP2.

13.
The UE derives a new Reauth-ID by using the TNGF key stored in UE, TNGF-ID, TNonce and UNonce. If the UE and the TNGF share the same TNGF key, then the Reauth-ID derived independently in the UE and in the TNGF will be the same. In addition, the UE derives also a new TNAP key similarly to the TNGF (as in step 11).

14.
The new TNAP key is applied to establish over-the-air security between the UE and TNAP2. If needed, the UE may receive new IP configuration information (e.g., a new IP address).

15.
The UE resumes communication with TNGF via TNAP2. 

6.Y.3
Evaluation
TBD
*****End of Change 1*****
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